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      CONTRACTUAL SECURITY    

     REQUIREMENTS
Depending on the scope of the contract, additional protection provisions may be required.  In such cases, DOE assists contractors with the development of a security program and protection strategies to ensure classified information and SNM are safeguarded and in compliance with appropriate DOE requirements.  Requirements to protect classified information and SNM will be incorporated into the contract, and may include:

 Physical Protection Measures – To ensure protection of DOE property and classified information or SNM at the facility through measures such as physical security modifications and plans.

 Information Security Measures – To ensure protection of classified and sensitive unclassified information through programs designed to protect against unauthorized disclosure, compromise, or loss.

 Nuclear Materials Control and Accountability Measures – To ensure protection and control of SNM.

 Personnel Security Measures – To ensure that individuals are processed for, granted, and retain a DOE access authorization only when their official duties require access to classified information or SNM.

CONTACTS

This brochure outlines basic security program requirements that support the policies and requirements of DOE.  Additional information may be obtained by contacting DOE Headquarters Office of Security Affairs at (301)903-7325.

For more details, see the current DOE Directives Homepage at:   http://www.explorer.doe.gov:1776/htmls/directives.html
DOE Order requirements may be found in the following documents located at the DOE Directives Homepage:

· DOE O 470.1, Safeguards and Security
Program
· DOE O 471.2A, Information Security

Program

· DOE O 472.1B, Personnel Security Activities

· DOE O 474.1A, Control and Accountability of Nuclear Materials

· DOE O 5632.1C-1, Protection and Control of 

Safeguards and Security Interests
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 FOR SMALL BUSINESS

Contractors

INTRODUCTION

This brochure is designed to provide small businesses with an overview of security requirements associated with contracts involving clas​sified information or Special Nuclear Material (SNM).  The Department of Energy (DOE) partici​pates in the National Industrial Security Program which is the single government-wide security program in use by all federal agencies.  Before a business can perform classified or SNM work, it must have a facility clearance.  A facility clearance is a determination that a facility is eligible to access, produce, use or store classified information, or SNM.  Obtaining a facility clearance involves back​ground checks, ownership, and determination that the contractor is organized and exists under the laws of the United States.  It also will involve an inspection of the physical characteristics of the facility if classified informa​tion or SNM will be handled at the site.  Any individual who will require access to classified information under a contract must obtain an Access Authoriza​tion, also referred to as a security clearance.  An Access Authorization is a determination that an indi​vidual is eligible for access to classified informa​tion or SNM.  An Access Authorization is based on a background check of character, including credit and law enforcement agencies.  Depending on the level of classi​fied information involved, the background checks and level of physical protection required will vary, for example, Top Secret require​ments are more strin​gent than those for Confidential.

Focus on Protection of Security Interests
In recognizing its responsibility for security, the United States Government places contractors working with security interests (i.e., classified infor​ma​tion or SNM) under the security cogni​zance of DOE or other cognizant security agencies.  DOE requirements are developed and intended to ensure that all contractors and their employees adhere to the same standards for protec​tion of materials, property, and information, as those required of DOE personnel.

