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Office of Independent Oversight and Performance Assurance

I. Introduction/Background

The mission of the Office of Independent Oversight and Performance Assurance is to provide the Secretary of Energy and senior Department of Energy (DOE) managers with an independent assessment of the effectiveness of DOE policies and DOE site performance in the areas of safeguards, security, emergency management, and other critical functions as directed by the Secretary. It includes an information management element responsible for maintaining an electronic document storage and retrieval system, tracking issues and findings resulting from assessment activities, and the operations of a classified document repository.  

The Office of Independent Oversight and Performance Assurance is responsible for developing data for use in the Annual Report to the Secretary and the Congress on the status of safeguards and security. Key program elements and highly specialized technical areas include physical security systems, material control and accountability, personnel security, cyber security (including classified and unclassified computer security systems), emergency management, protective force, protection program management, operations security, and classified matter protection and control.  Appraisals by the Office of Independent Oversight and Performance Assurance are performed to determine whether site programs are effectively implemented and achieving Department-wide and site specific objectives. In its independent oversight role, the Office of Independent Oversight and Performance Assurance provides feedback to the Secretary, Congress, and senior managers by conducting independent appraisals to determine the effectiveness of safeguards and security policy and programs. 

The Office of Independent Oversight and Performance Assurance focuses on all aspects of safeguards and security including physical protection of special nuclear material, accountability of special nuclear material, cyber security, protection of classified and sensitive information, personnel security, and foreign visits and assignments.  The Office also provides independent oversight of all aspects of emergency management programs, including emergency planning, preparation, operations, and response.  To avoid duplication of effort, the Office of Independent Oversight and Performance Assurance is the exclusive focal point for DOE Headquarters onsite appraisals of DOE sites in the areas of safeguards and security and emergency management.

The Office of Independent Oversight and Performance Assurance conducts onsite appraisals of safeguards and security, emergency management, special nuclear material accountability, and other critical functions across the Department.  The program includes continuous oversight of cyber security through an office dedicated solely to multi-faceted reviews of cyber security, including unannounced appraisals, off-site monitoring of Internet security, controlled attempts to penetrate security fire walls, and other measures.  The program also includes an information management system (tracking findings and status of resolution in accordance with a plan similar to that for Defense Nuclear Facilities Safety Board Recommendation 98-1, Resolution of DOE Internal Oversight Findings, managing an information storage and retrieval system, managing and updating databases, and maintaining records).

The Office of Independent Oversight and Performance Assurance provides the Secretary and senior DOE managers with a “rapid response” capability to perform special reviews in safeguards and security, emergency management, and other critical functions.  The special review function is used at management’s discretion to gather information about and evaluate any situation that requires senior management attention and response. 

The purpose of the Office of Independent Oversight and Performance Assurance is to provide information and data to senior management and promote continuous improvement.  This is accomplished by (1) ensuring that senior management has an accurate picture of the overall effectiveness for DOE safeguards and security and emergency management policy and program implementation and (2) by performing effective independent oversight that ensures DOE sites maintain effective safeguards and security and emergency management programs.

Three subordinate offices accomplish Office of Independent Oversight and Performance Assurance activities: Office of Safeguards and Security Evaluations, Office of Cyber Security and Special Reviews, and Office of Emergency Management Oversight. The Director, Deputy Director, and front office staff provide direction and quality assurance functions.

Further information on the Office of Independent Oversight and Performance Assurance may be found at http://tis.eh.doe.gov/iopa/.

II. Scope
The Contractor shall provide all personnel, equipment, facilities, materials, and technical expertise to perform the effort.  Tasks awarded under this contract will concern independent oversight of the effectiveness of DOE safeguards and security, cyber security, and emergency management. 

The Contractor shall provide procedures and system support, meeting facilities, assistance in preparation of presentations, editing, graphics, reproduction services, and other administrative support necessary to support the issuance of reports on appraisals and analysis conducted in accordance with tasks issued under this contract. 

The Contractor will be assigned tasks to plan and design appraisals and investigations throughout DOE. Technical expertise will be required in several topical or functional areas such as safeguards and security, cyber security, emergency management, counter terrorism, engineering, and a variety of management, operational, and technical systems analyses.

The contractor will participate with Federal government representatives as members of appraisal teams for planning, conduct, analysis, and report writing phases. The contractor will be assigned tasks to provide classified word processing, logistics, editorial, and technical writing support to the process.  

Comprehensive Appraisals are typically multiple week efforts to determine the status of safeguards and security, cyber security, and emergency management policies and programs effectiveness of line program and site contractor performance. Comprehensive Appraisals address the full range of DOE and contractor organizational levels, systems, and programs.  Special Appraisals are short-term efforts focused on specific safeguards and security, cyber security, and emergency management system elements typically conducted in response to a specific issue or incident, or specifically tailored to follow-up on implementation of weaknesses previously identified.  Efforts may include the follow-up of specific actions taken in response to an accident investigation.  DOE-wide appraisals may be multiple month efforts that determine the effectiveness of line and support programs related to specific aspects of safeguards and security, cyber security, and emergency management operations. A series of focused appraisals are conducted at several sites to determine individual performance weakness and generic Departmental issues. Special emphasis is placed on DOE policies, programs, and implementation at the Headquarters program level and performance of the Department in total.   

The contractor will be assigned tasks requiring the installation and maintenance of government furnished computer systems for each appraisal team.  

III. Method of Tasking

This contract is a fixed rate Task Assignment type contract where specific tasks will be assigned to the Contractor. The Contractor shall be required to perform in accordance with the performance requirements in this contract as supplemented by the task assignments.  The performance requirements shall consist of performance objectives, performance measures and expectations contained in this statement of work.  Additional technical direction will be delineated in the program guidance.  Program guidance will identify specific deliverables and time schedules in accordance with the requirements defined in the task assignments.

IV. Work Areas/Performance Requirements 

There are three offices that represent work areas within the Office of Independent Oversight and Performance Assurance.  These offices are the following:  

The Office of Safeguards and Security Evaluations is responsible for the independent appraisal of the effectiveness of safeguards and security policies and programs throughout DOE, including protection of special nuclear material, protection of classified and sensitive information, and foreign visits and assignments.  The Office develops and validates reports that identify findings, issues, and opportunities for improvement.  It also performs follow-up reviews to ensure corrective actions are effective, as well as DOE-wide studies of issues and generic weaknesses in safeguards and security. 

Appraisals are conducted at 20 major DOE sites to gather information for the Annual Report to the President and the Secretary of Energy (which includes only domestic weapons sites).  These appraisals also assess the effectiveness of DOE’s policies and site performance in all areas of safeguards and security.  The Office serves as the exclusive focal point for onsite appraisals of Departmental sites. 

The Office of Cyber Security and Special Reviews is responsible for the independent appraisal of the effectiveness of classified and unclassified computer security policies and programs throughout DOE. This consists of establishing and maintaining a continuous program for assessing Internet security to include off-site scanning and controlled penetration attempts to detect vulnerabilities that could be exploited by hackers.  The Office also conducts follow-up reviews, DOE-wide studies, and analysis of events associated with computer security programs. The Office conducts continuous appraisals and no-notice appraisals at 14 major DOE sites. These activities also include follow-up appraisals to ensure vulnerabilities are corrected by line management and infrastructure security reviews in accordance with Presidential Decision Directive 63. 

The Office of Emergency Management Oversight is responsible for regular independent appraisals of emergency management policies and programs.  This includes appraising the classification of events, protective actions and medical response, and interfaces and coordination with external organizations and the public.  The Office also appraises the effectiveness of program office monitoring of emergency preparedness and performance at sites and facilities for which they have responsibility.  The Office performs follow-up appraisals to ensure corrective actions are effective and it conducts DOE-wide appraisals of issues and generic weaknesses in emergency management programs.

Annual appraisals of critical operations are conducted at Headquarters plus 15 major sites. Appraisals of emergency management programs are conducted at sites that have significant amounts of special nuclear material or other hazards.  

Work Area A: Comprehensive Appraisals 

The activities related to supporting the Comprehensive Appraisals include items such as:

-
Perform regular appraisals of safeguards and security programs at sites that have significant amounts of special nuclear material, classified information, or other security interests.  The scope of the appraisals include any or all aspects of safeguards and security including physical protection of special nuclear material, accountability of special nuclear material, cyber security, protection of classified and sensitive information, personnel security, and foreign visits and assignments.  Regular appraisals evaluate and assess policies related to safeguards and security as well as to ensure corrective actions are effective.  Provide management systems and technical expertise in formulating site specific appraisal plans. Provide input on cost-effective issues in the appraisal process. Perform DOE-wide appraisals of issues and generic weaknesses in safeguards and security.

-
Perform regular appraisals of classified and unclassified computer security programs. Evaluate and assess DOE policies related to classified and unclassified computer security. Perform follow-up appraisals to ensure corrective actions are effective.  Provide management systems and technical expertise in formulating site specific appraisal plans. Provide input on cost-effective issues in the appraisal process. Conduct a continuous program for appraising Internet security to include off-site scanning and controlled penetration attempts to detect vulnerabilities that could be exploited by hackers and ensure they are corrected by line management. Perform DOE-wide appraisals of issues and generic weaknesses in computer security programs. Perform strategic-level appraisals of policies and programs that relate to cyber security. 

-
Perform regular appraisals of emergency management programs at sites that have significant amounts of special nuclear material or other hazards. Evaluate and assess DOE policies related to emergency management. Perform follow-up appraisals to ensure corrective actions are effective. Perform ongoing analysis of events and site status to identify trends and emerging issues before they become “problems.” Perform DOE-wide appraisals of issues and generic weaknesses in emergency management programs. Provide management systems and technical expertise in formulating site specific appraisal plans.  Provide input on cost-effective issues in the appraisal process.

· Provide the Secretary and senior DOE managers with a “rapid response” capability to perform special appraisals in safeguards and security, emergency management, cyber security or other critical functions.

· Perform ongoing analysis of events and site status to identify trends and emerging issues before they become “problems.”

-
Design and develop site-specific system performance tests, to include team plans, that test and evaluate the line program and site contractor security systems, procedures, protective force, and individual performance in any or all of the safeguards and security topical areas.  Conduct individual safeguards and security exercises, including tactical exercises; real-time, no warning response exercises; and exercises designed to test the accuracy and responsiveness of nuclear material control and material accounting functions.  Test safeguards and security protection program effectiveness, including threat definition, target identification, vulnerability assessments, system design, security training, and security management; audit material control indicator programs, accounting programs, testing measurements and measurement control; verify inventories, including attributes testing and variables testing; and analyze the results of all exercises. Conduct Emergency Operations Center exercises and analyze the results of all exercises. Conduct exercises of large and complex computer security systems as well as various software performance tests analyzing the results of all exercises.


Validate factual information extracted during data collection activities. Develop and validate reports that identify findings and issues and opportunities for improvement.  Produce a report that represents the current status of programs, including an assessment of mission performance.  Document management and policy issues discovered and make recommendations regarding those issues that require further attention.


Recommend a rating that reflects performance of the program.

Work Area B: Special DOE-wide Appraisals:

Special appraisals of issues and problems not normally covered during site appraisals will be performed (i.e., Personnel Security Programs, Material Control and Accountability, Foreign Visits and Assignments).  These activities include items such as:

-
Perform DOE-wide appraisals of issues and weaknesses in national security programs. Evaluate and assess DOE policies related to national security.  Provide input on cost-effective issues in the appraisal process.

· Provide the Secretary and senior DOE managers with a “rapid response” capability to perform special appraisals in safeguards and security, emergency management, cyber security or other critical functions.


Develop and validate reports that identify findings and issues and opportunities for improvement.
Validate factual information extracted during data collection activities.  Produce a report that represents the current status of programs, including an appraisal of mission performance.  Document management and policy issues discovered and make recommendations regarding those issues that require further attention.

· Recommend a rating that reflects performance of the program.

Performance Objective 1:


Reports (product/deliverable) submitted as the result of the appraisals shall be sufficient to support the decision-making process of Senior DOE managers, the Secretary, the President, and Congress.

Performance Measures



Performance Expectations
a) Accuracy/Validation



a) 100% in accordance with the applicable









standard/protocol

b) Cost-effectiveness




b) 90% of time, costs within plus 10% of 









cost estimate

c) Compliance applicable



c) 100% in compliance with Orders,









Regulations, Laws, Statutes, Rules

d) Timely





d) 95% of time, within plus 10% of time









 estimate

e) Quality of Reports/Documents


e) 100% of time written suitable for 









presentation including camera ready copy to 









the Secretary of Energy, The White House,









and/or Congress

Performance Objective 2:


The contractor shall design and develop tests and exercises that accurately evaluate the capabilities of the organization being appraised

Performance Measures



Performance Expectations
a) Adequacy/robustness of tests


a) 95% of the time reflect the adequacy









of the organization being appraised in 









accordance with the applicable standards

b) Comprehensiveness of tests


b) 95% of time, the test reflects the total





picture of the adequacy of the organization 





being appraised in compliance with 





applicable Orders, Regulations, Laws, 





Statutes

Work Area C: General Technical Support:

The Contractor will be assigned tasks that include items such as:


Develop and utilize computer models and other analyzing tools to perform quantitative and trending analysis (conducting appropriate policy analyses identifying policy and management issues and trend studies which complement the appraisal program and develop forecasts of directions in safeguards and security internal and external to DOE).


Provide new methods, tools, and techniques for use in appraisals and in tracking emerging technology.

· Provide appraisal methods and techniques published in handbooks and other written material to guide the conduct of appraisals, identifying cost-effectiveness measures and conducting cost-effectiveness reviews.

Performance Objective 3:


The contractor shall develop new and/or improved analyzing tools and methods for utilization in the appraisal process.

Performance Measures



Performance Expectations
a) Timely





a) 90% of time, costs within plus 10% of 









estimate







standard/protocol

b) Cost-effectiveness of the tool


b) 90% of time, costs within plus 10% of 

development





cost estimate

c) Cost effectiveness of application


c) 90% of the time usable in

of the tool





appraisal process


Provide technical, administrative, and publication support, including editing and printing.


Provide program support and technical expertise to conduct information management activities, including a performance needs analyses.

· Provide operational support of the Document Control Center (Government facility in Germantown, MD) Monday through Friday from 8:00 a.m. to 5:00 p.m.  This includes maintenance of the central files; maintenance of classified and unclassified mail; maintenance of the action tracking system; and inventory, storage and retrieval of classified and unclassified documents.

Performance Objective 4:


The contractor shall protect and safeguard the classified documents maintained within the Document Control Center.

Performance Measures



Performance Expectations
a) Meet applicable Orders



a) 100% of the time 

b) Annual Inventory (accountability) 


b) Inventory accounted for 100%

c) Timeliness of delivery of documents

c) 100% on time

to field (for appraisals, exercises, etc.)

d) Recovery/inventory of documents


d) 100% accountability and accuracy

returned from the field

· Computer system maintenance, shipping and shipping documentation, and inventory control of government furnished equipment will be required.  Installers will be required to set up the equipment, install software, and coordinate each installation with site network and logistical representatives.  This equipment must be capable of operating in a classified environment.  Post-appraisal activities include the removal from the site and shipment of the equipment to a contractor provided storage facility.  This facility must be a DOE approved storage facility in accordance with DOE Order 5634.1B, Facility Approvals, Security Surveys, and Nuclear Materials Surveys, and the DOE Headquarters Master Automatic Data Processing Security Plan for Automated Office Support Systems.  Sanitation of removable hard drives and preparation of removable hard drives is required for the next oversight activity.  The contractor must be familiar and compliant with the classified processing requirements, defined in DOE Order 5639.6, Classified Computer Security, since the majority of the hard drives contain classified information.

Performance Objective 5:


The contractor shall maintain classified and unclassified computer systems for shipping to and from appraisal sites.

Performance Measures



Performance Expectations
a) Equipment availability to



a) 100% availability

support appraisals


b) Cost-effectiveness




b) 90% of time, costs within plus 10% of 









cost estimate

c) Secure in accordance with



c) 100% of the time

DOE Orders and site specific Orders

d) Recovery/inventory of equipment


d) 100% accountability and accurate

returned from the field

V.  Glossary

Appraisals are independent oversight activities that evaluate Departmental line management performance against Department orders, standards, policies, rules, and other applicable requirements.  Appraisals include evaluations, inspections, reviews (focused reviews), special studies, and corrective action follow-up reviews conducted by oversight teams from Headquarters.  Other terms used for appraisals are evaluations, inspections, reviews, investigations, studies, and assessments.

Availability is reliable data and information and physically located where it needs to be in the appropriate time as well as having the capability and willingness to take on the responsibility of task accomplishment.

Document is written or printed information; removable ADP media (diskettes, tapes, cards, etc.); paintings; drawings; engravings; sketches; photographic prints; exposed or developed film; working notes and papers; reproductions of such things by any means or process; and sound and video recordings by magnetic, optical, or any other electronic means. 

Draft Appraisal Reports contain appraisal observations, issues, analyses, and ratings.  Draft appraisal reports are provided to managers, as appropriate, to allow timely discharge of their respective duties and responsibilities.

External stakeholders are individuals or groups who are external to the Department and have interests in or are affected by the performance of the Department.

Focus areas are those areas in which attention of the appraisal team appears warranted based on factors such as performance history, significant change in mission or site status, recurring events or equipment failures, or line management requests.

Functional areas are subdivisions of topical areas, as determined by the Office of Independent Oversight and Performance Assurance. Examples of functional areas include material control and accountability and physical security systems.

Independent oversight is the objective and unbiased appraisal of the Department’s performance by a group that is not subject to or influenced by the Department’s programmatic or line organization. In the DOE, sole responsibility for independent internal safeguards and security oversight resides with the Office of Independent Oversight and Performance Assurance. The oversight process is carried out in an unbiased manner by the Office of Independent Oversight and Performance Assurance which has no responsibilities for operations or programs, policy development, or providing technical assistance to line managers. Independent oversight does not include oversight and/or assessments conducted by line management.

Issues are concise, factual statements of key observations and conclusions resulting from an oversight activity.  Issues define a condition that, if left uncorrected, could contribute to potential adverse impact on the environment, safety and health of the workers and/or the public. Issues developed during the conduct of the Independent Oversight and Performance Assurance appraisal will be clearly identified in the appraisal report, and will require formal resolution and tracking by line management.

Line management is the unbroken linkage of management personnel responsible for an organization’s direction, operations, and performance and effectiveness. In DOE, it is the chain of command that extends from the Secretary to the Program Secretarial Officers, who set program policies and plans and develop assigned programs to the field organization managers, who are responsible to the Program Secretarial Officers for execution of these programs; and to the contractors and subcontractors who conduct the programs. Line management consists of DOE and contractor personnel organizationally or contractually responsible for work or job tasks, as well as effective safeguards and security.

Noteworthy practices are innovative approaches or practices related to safeguards and security systems, programs, processes, or projects observed by the Oversight appraisal team that have proven effective in improving safeguards and security management systems and performance, and could be a valuable source of information and lessons learned for other DOE sites. 

Opportunities for improvement are suggestions offered by the Oversight appraisal team that may assist line management in identifying options and potential solutions to various issues identified during the conduct of the Oversight appraisal. These opportunities for improvement will be outlined in the appraisal report for line management consideration.

Performance test evaluates all or selected portions of safeguards and/or security systems as they exist at the time of the test.  A performance test is used to determine the ability of an implemented and operating system element or total system to meet an established requirement.

Performance testing is a process used to determine that the security features of a system are implemented as designed, and that they are adequate for the proposed environment.  (Examples of this process may include hands-on functional testing, penetration testing, and software verification.) 

Program Secretarial Officer is a senior program official and includes the Assistant Secretaries such as Defense Programs; Environment, Safety and Health; Environmental Management; Fossil Energy; Nuclear Energy; and Directors such as Civilian Radioactive Waste Management. 

Protection Program includes DOE activities directed toward protecting DOE property from adversary actions that would have an adverse impact on the national security, the health and safety of employees, the public, or the environment. 

Ratings are indicators of the safeguards and security management performance levels, usually as related to the core functions of safeguards and security and associated criteria. The three ratings are Effective Performance (green), Improvement Needed (yellow), and Significant Weakness (red).

Regular refers to conducting the appraisals on an orderly basis conforming to set procedures that occur on fixed intervals.

Safeguards is an integrated system of physical protection, material accounting, and material control measures designed to deter, prevent, detect, and respond to unauthorized possession, use or sabotage of special nuclear materials.  Safeguards include the timely indication of possible diversion, and credible assurance that no diversion has occurred.

Security encompasses an integrated system of activities, systems, programs, facilities, and policies for the protection of classified information and/or classified matter, sensitive information, nuclear materials, nuclear weapons and nuclear weapons components, and/or the Department’s contractor facilities, property, and equipment.  Security is also applied to special nuclear materials.  When physical, personnel, and technical security are combined with material control and accountability, the protection is referred to as safeguards.

Site profile is an Office of Independent Oversight and Performance Assurance document that provides information on DOE sites, including background; characteristics; safeguards and security programs and items for management attention; major initiatives and activities; and performance.

Special studies are appraisals of specific subject areas, policies, or trends. Teams conduct special studies with technical and managerial capabilities matched to the topic(s) and organization(s) being studied.

Sufficient is an adequate, competent, valid, and qualified product.

Technical areas refer to the disciplines or sub-disciplines of functional areas.

Validation is the process used to verify the accuracy and completeness of data gathered during an inspection. Validation is the confirmation by testing that an implemented, operational system or critical system element meets established processes and regulations.
VI. Reference Documents

Per 470.2, the Office of Independent Oversight and Performance Assurance may use all DOE Directives in the conduct of independent oversight appraisals.

This listing of the most relevant DOE Directives to the independent safeguards and security oversight program is in numerical order.

DOE Directive Number
Title
Effective Date

DOE O 130.0
Budget Formulation
9‑29‑95

DOE O 135.1
Budget Execution
9‑30‑95

DOE M 135.1‑1
Budget Execution Manual
9‑30‑95

DOE P 142.1
Unclassified Foreign Visits and Assignments
7‑14‑99

DOE N 142.1
Unclassified Foreign Visits and Assignments
7‑14‑99

DOE O 151.1
Comprehensive Emergency Management
8‑21‑96

DOE G 151.1‑1V1‑V7‑3
Emergency Management
8‑21‑97

DOE O 200.1
Information Management Program
9‑30‑96

DOE M 200.1‑1
 Telecommunications Security Manual
3‑1‑97

DOE G 200.1‑1
Telecommunications Security Guide
5‑21‑97

DOE N 205.1
Unclassified Cyber Security Program
7‑26‑99

DOE N 221.5
Reporting Fraud, Waste and Abuse
7‑7‑99

DOE O 224.1
Contractor Performance‑Based Business Management Process
12‑8‑97

DOE O 225.1A
Accident Investigation
11‑26‑97

DOE O 225.1A‑1
Guide for DOE O 225.1 Accident Investigations
11‑26‑97

DOE O 232.1
Occurrence Reporting and Processing of Operations Information
7‑21‑97

DOE M 232.1‑1A
Occurrence Reporting and Processing of Operations Information
7‑21‑97

DOE P 251.1
Directives System Policy
3‑19‑96

DOE O 251.1
Directives System Order
1‑30‑98

DOE M 251.1‑1A
Directives System Manual
1‑30‑98

DOE O 360.1
Training
5‑3‑95

DOE M 411.1‑1
Safety Management Functions, Responsibilities, and Authorities
10‑8‑97

DOE O 412.1
Work Authorization System
4‑20‑99

DOE O 414.1
Quality Assurance
10‑24‑98

DOE G 414.1‑1
Assessment Guide for QA
8‑1‑96

DOE G 414.1‑2
Quality Assurance Management System Guide for use with 10CFR830.120 and DOE O 414.1
6‑17‑99

DOE G 435.1‑1
Crosswalk Tables DOE Order 5820.2A vs. 

DOE O 435.1/M 435.1‑1
7‑9‑99

DOE M 435.1‑1
Radioactive Waste Management Manual
7‑9‑99

DOE G 440.1‑4
Contractor Occupational Medical Program Guide for use with DOE Order 440.1
6‑26‑97

DOE P 441.1
DOE Radiological Health and Safety Policy
4‑26‑96

DOE N 441.1
Radiological Protection for DOE Activities
9‑30‑95, extended to 6‑30‑00 on 11‑20‑98

DOE G 450.4‑1A Vol 1 ‑Vol 2
Integrated Safety Management System Guide 
5‑27‑99

DOE O 452.1A
Nuclear Explosive and weapons Surety Program
1‑17‑97

DOE O 452.2A
Safety of Nuclear Explosives Operations
1‑17‑97

DOE G 452.2A‑1A
Implementation Guide for DOE Order 452.2A, Safety of Nuclear Explosives Operations
1‑17‑97

DOE O 452.4
Security and Control of Nuclear Explosives and Nuclear Weapons
6‑5‑97

 DOE M 452.4‑1
Protection of Use Control Vulnerabilities and Designs
7‑1‑99

DOE G 460.1‑1
Packaging and Transportation Safety
6‑5‑97

DOE O 460.2 Chg 1
Departmental Materials Transportation and Packaging Management
10‑26‑95

DOE G 460.2‑1
Departmental Materials Transportation and Packaging Management
11‑15‑97

DOE O 470.1
Safeguards and Security Program
9‑28‑95, extended to 9‑29‑00 on 9‑23‑99

DOE C 470.1
CRD Contractor Safeguards and Security Program Requirements
9‑28‑95

DOE O 470.2
Safeguards and Security Independent Oversight Program
12‑23‑98

DOE O 471.1
Unclassified Controlled Nuclear Information
9‑25‑95, extended to 9‑25‑00 on 9‑2‑99

DOE O 471.2A
Information Security Program
3‑27‑97, extended to 9‑26‑00 on 9‑23‑99

DOE M 471.2‑1B
Classified Matter Protection and Control Manual
1‑6‑99

DOE M 471.2‑2
Classified Systems Security Manual
8‑3‑99

DOE O 472.1B
Personnel Security Activities
3‑24‑97

DOE M 472.1‑1
Personnel Security Manual
 5‑22‑98

DOE N 472.2
Use of Polygraph Examinations
3‑17‑99

DOE M 473.2‑1

  Change 1
Firearms Qualification Courses Manual
8‑21‑97

DOE O 474.1
Control and Accountability of Nuclear Materials
8‑11‑99

DOE M 474.1‑1
Manual for Control and Accountability of Nuclear Materials
8‑11‑99

DOE M 474.1‑2

  Changes 1‑10
Nuclear Materials Management and Safeguards System Reporting and Data Submission
11‑19‑98

DOE M 475.1‑1
Identifying Classified Information
5‑8‑98

DOE O 481.1
Work for Others (Non‑DOE Funded Work)
9‑30‑96

DOE M 481.1‑1
Reimbursable Work for Non‑Federal Sponsors Process Manual
9‑30‑96

DOE G 481.1‑1
Work for Others Guide
9‑24‑97

DOE O 3750.1
Work Force Discipline
8‑21‑92

DOE O 3792.1A
Employee Assistance Program
5‑14‑92

DOE O 3792.3
Drug‑Free Federal Workplace Testing Implementation Program
8‑21‑92

DOE O 5400.1 Chg 1
General Environmental Protection Program
6‑29‑90

DOE O 5500.11
Power Marketing Administration Emergency Management Program
5‑9‑94

DOE O 5530.1A
Accident Response Group
9‑20‑91

DOE O 5530.2
Nuclear Emergency Search Team
9‑20‑91

DOE O 5530.3 Chg 1
Radiological Assistance Program
4‑10‑92

DOE O 5530.4
Aerial Measuring System
9‑20‑91

DOE O 5530.5 Chg 1
Federal Radiological Monitoring and Assessment Center
12‑2‑92

DOE O 5560.1A
Priorities and Allocations Program
5‑8‑95

DOE O 5610.14
Transportation Safeguards System Program Operations
5‑12‑93

DOE O 5610.2

  Change 1
Control of Weapon Data
9‑2‑86

DOE O 5632.1C
 Protection and Control of Safeguards and Security Interests
7‑15‑94

DOE O 5632.7A

  Change 1
Protective Force Program
3‑13‑95

DOE O 5639.8A
 Security of Foreign Intelligence Information and Sensitive Compartment Information Facilities
7‑23‑93

DOE O 5670.1A
Management and Control of Foreign Intelligence
1‑15‑92

DOE O 5670.3
 Counterintelligence Program
9‑4‑92

DOE O 6430.1A
General Design Criteria
5‑6‑89

P:
Policy
G:
Guide

O:
Order
N:
Notice

M:
Manual
C:
Contractor Requirements Document
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