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8.0 OFFICE OF SAFEGUARDS, SECURITY, AND EMERGENCY SERVICES (OSSES)  
 

In addition to the overall management responsibilities identified in Part 1, Subsection 5, 
paragraphs 5.2 and 5.4, responsible for the following: 

 
8.0.1 Oversees and manages safeguards, security and emergency service activities at SRS 

and activities associated with the DOE Human Reliability Program (HRP) at DOE-SR.  
Formulates and executes policies and programs in the areas of physical, information, 
internal, and personnel security; classification and declassification; computer security; 
technical surveillance countermeasures; foreign travel; protective force; materials control 
and accountability; and emergency services.  Ensures appropriate security oversight of 
the Sensitive Compartmented Information Facility for physical security.  Oversees and 
implements controls over SRS computer and communications operations achieving 
efficiency and cost effectiveness.  Ensures implementation of the activities and support 
described in: (1) the February 7, 2001, Memorandum of Understanding between the 
SRS Office of Counterintelligence and OSSES; (2) the February 3, 2003, memorandum 
from the NNSA Savannah River Site Office (SRSO) Manager to the Manager, DOE-SR, 
delegating authority for SRSO cyber security to OSSES; (3) the March 30, 2005, 
Memorandum of Agreement on Security and Emergency Services at SRS between 
SRSO and OSSES; and (4) the September 2, 2004, Cognizant Security Authority 
Delegation of Authority from the SRSO Manager to the Manager, DOE-SR.  Ensures 
implementation of the Integrated Safety Management System (ISMS) and Integrated 
Safety and Security Management (ISSM) within OSSES as well as in the security 
services contractor organization. Ensures security services contractors, subcontractors, 
and vendors complete activities and documentation where line organizations have been 
assigned responsibility (shown in Part 1, Subsection 10 Matrix).   

 
8.0.2 Serves as the Chairperson of the Performance Evaluation Committee (PEC) and Award 

Fee Board for the SRS security services contractor. 
 
8.0.3 Manages, oversees, and/or provides applicable contractor direction related to Personnel 

Security, Homeland Security Presidential Directive (HSPD)-12, Information Security, 
Classification and UCNI Programs, Protective Force operations, Transportation Security 
for Foreign Research Reactor Spent Fuel, and associated programs.  Compiles data 
supporting the periodic SRS management and operating contractor performance 
evaluation under OSSES topical areas.  Ensures organizational activities are integrated 
with the ISMS and ISSM. 

 
8.0.4 Develops security policy, implements directives, evaluates security program and 

activities for compliance and effectiveness, and monitors and assesses the performance 
of the SRS protective force and operating contractors. 

 
8.0.5 Oversees, administers, and accepts risk relative to security matters (except intelligence) 

including, but not limited to:  (1) government information classification, protection, and 
accountability; (2) Special Nuclear Material characterization, protection and 
accountability; (3) Personnel and Property Protection; (4) Nuclear Nonproliferation; (5) 
Insider Risk Mitigation; and (6) Access Controls.   
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8.0.6 Oversees, controls, and administers the SRS cyber operations, which includes all 

aspects of SRS automated data processing and communications (both voice and data). 
 
8.0.7 SMS Function(s) (see Part 1, Subsection 10): 
 

1.6 Technical Qualification and Competency (1.6.27 – 1.6.31) 
4.1 Identify Standards and Requirements (4.1.37 – 4.1.40) 
4.2 Identify Controls to Prevent and Mitigate Hazards (4.2.11 – 4.2.16) 
4.4 Safeguards and Security (4.4.01 – 4.4.48 and 4.4.51 – 4.4.90) 
4.5 Emergency Management (4.5.01 – 4.5.20 and 4.5.22) 
5.2 Perform Work Safely (5.2.23 – 5.2.25 and 5.2.55 – 5.2.58) 

 
8.1 PROJECTS AND REVIEW TEAM 
 
8.1.1 Responsible for the DOE-SR Safeguards and Security Survey Program; internal/external 

audits; and reviews and inspections which provide oversight of the protective force 
contractor, the operating contractor, and DOE-SR in the assigned programs and 
activities. 

 
8.1.2   Administers the DOE-SR Shipments Security Program. 
 
8.1.3  Provides appropriate security oversight of the Sensitive Compartmented Information 

Facility for physical security. 
 
8.1.4 Serves as the primary coordinator for the DOE-HQ Office of Independent Oversight and 

Performance Assurance inspections of the SRS Safeguards and Security Programs. 
 
8.1.5 Oversees the design and construction phases of all assigned OSSES capital and cost 

projects.  Responsible for analyzing, evaluating, and monitoring the administration of the 
contractor(s) major activities in the execution of assigned Line Items, Capital Equipment, 
General Plan Projects, and Cost Projects.  Develops and implements the acquisition 
plan and project execution plan. 

 
8.2 INFORMATION AND PERSONNEL SECURITY DIVISION (IPSD) 
 

Plans, directs, and coordinates all the Site-wide programs associated with the 
development, implementation, and administration of policies and procedures pertaining 
to access authorization and personnel clearance, HRP, foreign travel, visits and 
assignments of foreign nationals, visitor control activities, Site badging, access control 
(facility and general Site), contraband pass program, classified matter protection and 
control program, infractions program, operations security programs, export control 
program, technical security (TSCM/Telecommunications Security) and cyber security 
programs, radio/telecommunication program, scientific and technical information 
program, the foreign ownership control and influence program, classification and 
unclassified controlled nuclear information programs. 
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8.2.1 Information Security Team 
 
8.2.1.1 Classified Matter Protection and Control Program.  Provides uniform guidance to ensure 

the protection and control of classified matter, to prevent unauthorized access, loss, or 
compromise of classified matter. 

 
8.2.1.2 Sensitive Unclassified Information Program.  Provides uniform guidance to ensure the 

protection and control of sensitive unclassified information and matter, to prevent 
unauthorized access, loss, or compromise of sensitive unclassified matter. 

 
8.2.1.3 Security Incidents Program (including Security Infractions Program).  Conducts fact 

finding and meets reporting requirements related to incidents of security concern, issues 
and tracks security infractions, and coordinates OSSES input into the Occurrence 
Reporting and Processing System, as required. 

 
8.2.1.4 Technical Surveillance Countermeasures (TSCM).  Implements TSCM, highly sensitive 

operations that are highly sensitive operations that safeguard the most vital of national 
security interests under DOE-SR care, custody and/or control against hostile 
surreptitious electronic collection. 

 
8.2.1.5 Telecommunications Security.  Comprised of TEMPEST, Transmission Security, 

COMSEC, and Protected Transmissions Systems. The TEMPEST program provides 
protection against compromising electromagnetic emissions by equipment that could 
allow unintended transmission of our most sensitive and highly classified data.  
Transmission Security is a cost-effective alternative to implementing traditional 
TEMPEST countermeasures for the protection of classified information of mid to lower 
sensitivity levels located in low risk geographical areas.  The COMSEC Program 
ensures security, continuity and efficiency in DOE-SR secure communications activities 
including the maintaining of efficient control over related cryptographic matter. The 
Protected Transmission Security Program ensures that those electronic data distribution 
systems approved for unencrypted data transmission at DOE-SR are appropriately 
protected to prevent unauthorized access to such classified information.  

 
8.2.1.6 Classification and Unclassified Controlled Nuclear Information (UCNI) Programs.  Plans, 

coordinates, controls, directs, and/or oversees the DOE-SR classification and 
declassification programs.  Maintains a program of education, feedback, and appraisal.  
Prompts review and analysis of the classification programs and practices to assure 
compliance with existing policies, regulations, and statutes. 

 
8.2.1.7 Site Electronics Risk Management.  Balances security risk and benefit in determining 

and implementing controls and restrictions for the introduction, acquisition, installation, 
use, movement, disposition, and removal of electronics either: (1) brought onto DOE-SR, 
owned or controlled property; or (2) used to store, process, or transmit government 
information under DOE-SR care, custody and/or control.  Ensure electronics controls are 
implemented that achieve appropriate protection for DOE-SR security interests. 
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8.2.1.8 Develops controls for the release of proliferation-sensitive commodities and for the 

release of nonpublic technical data (NPTD) to foreign nationals (deemed export) or the 
export of NPTD out of the United States. 

 
8.2.1.9 Provides guidance and direction to ensure the Unclassified Visit and Assignments of 

Foreign Nationals, and Operations Security Programs meet requirements of DOE 
Notices and Orders. 

 
8.2.1.10 Oversees the DOE-SR and contractor Scientific and Technical Information Program and 

is the focal point for the review and approval for release of documents prior to release 
from SRS.   

 
8.2.1.11 Oversees the support services contractor activities which include, but are not limited to, 

the DOE-SR Secure Information Message Exchange (SIMEX). 
 
8.2.1.12 Develops Telecommunications Systems policy, standards, guidelines, and procedures 

relative to identifying telecommunications (including wireless) capability needs; acquiring 
(procuring) and integrating resources; installation, operation, maintenance, and eventual 
disposal of equipment and media; and operating supporting accounting services.  
Oversees related contractor programs and conducts budgeting and planning activities. 

 
8.2.1.13 Provides for policy development, risk acceptance, and the implementation of measures 

to protect computer systems that process, store, transfer, or provide access to classified 
information. The Unclassified Computer Security Program provides for the protection of 
unclassified computer systems against abuse and misuse, and mission essential 
unclassified systems against unnecessary processing delays; and the protection of 
unclassified sensitive information against unauthorized access, alteration, disclosure, 
and/or improper use. 

 
8.2.1.14 Maximizes efficiency in cyber operations while providing for effective identification, 

mitigation, and risk control relative to the potential for compromise of government 
information in the care, custody and/or control of DOE-SR.  Security factors include the 
protection of government information resident within the work environment, in electronic 
or traditional storage, during electronic information processing activities and in 
information communications activities.  Implements an appropriately defensive security 
posture that includes highly disciplined information control: controlling security aspects 
related to the acquisition, introduction, movement, use, configuration, removal, and 
disposal of memory or transmission capable electronic equipment; and implementing 
sensitivity graded protection to all information.  Manages the Public Key Infrastructure 
(PKI) Program which provides security, continuity, and efficiency in DOE-SR PKI 
activities including the maintaining of efficient control over related cryptographic matter. 
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8.2.2 Personnel Security Team 
 
8.2.2.1 Performs the full scope of personnel security activities and related functions to include 

the conduct of interviews, case adjudication/analysis and DOE Administrative Review 
procedures where appropriate for clearance applicants and cleared personnel 
undergoing investigation and reinvestigation, maintaining statistical data and case 
histories involving the program, and assisting in the administration of data.  Reviews and 
evaluates reports of full field background investigations, National Agency Checks, and 
supplemental and additional investigations to ensure completeness of background 
coverage and to identify derogatory, contradictory, and mitigating information.  Prepares 
and processes cases through final adjudication, to include review, evaluation, and 
analysis of background investigation reports.  Maintains personnel security records and 
automated systems.  Manages and provides oversight of HRP.  Processes Special 
Access Authorizations and administers the Employee Assistance Program Referral 
Option. 

 
8.2.2.2 Assists the DOE-SR Office of Chief Counsel in the conduct of Administrative Review 

Hearings.  Contacts other DOE-SR Offices, DOE-HQ, and other Operations Offices to 
exchange information concerning personnel clearance and actions or to obtain 
assistance in conducting interviews and hearings. 

 
8.2.2.3 Administers, manages, and oversees the DOE-SR Security Badging Program.  
 
8.2.2.4 Administers, manages, and oversees the DOE-SR Safeguards and Security Awareness 

Program. 
 
8.2.2.5 Administers, manages, and oversees the DOE-SR Foreign Ownership, Control, and 

Influence Program. 
 
8.2.2.6 Administers, manages, and oversees the DOE-SR Human Reliability Program. 
 
8.2.2.7 Administers the DOE-SR Foreign Travel Program. 
 
8.2.2.8 Chairs the following SRS Working Groups:  Personnel Security Activities Program, 

Safeguards and Security Awareness Program, and Human Reliability Program. 
 
8.2.2.9 Administers Phase 1, Identify Proofing, of the DOE-SR HSPD-12 Program. 
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8.3 SAFEGUARDS, EMERGENCY SERVICES AND TECHNOLOGY DIVISION (SESTD) 
 

Plans, directs, and coordinates all Site-wide programs associated with development, 
implementation, and administration of policies and procedures pertaining to Nuclear 
Materials Control and Accountability (MC&A), Safeguards and Security Program 
Oversight.  Develops Site Safeguards and Security Plans (SSSP) and develops 
deviations, waivers and exceptions.  Coordinates functions for SRS in international 
programs involving the International Atomic Energy Agency (IAEA).  Oversees the Site’s 
physical security, protective force and emergency services.  Manages and oversees the 
Site’s computer information technology (IT) resources. 
 

8.3.1 Nuclear Safeguards Team 
 
8.3.1.1 Manages, oversees, and/or provides applicable contractor direction related to the SRS 

MC&A Program.  This activity includes, but is not limited to, accounting systems, 
physical inventories, measurements and measurement controls, material transfers, 
access controls, material surveillance, material containment, and detection and 
assessment.  Oversees the Local Area Network Material Accounting System Program 
including the “Bridge” and the contractor’s reporting to the Nuclear Materials 
Management and Safeguards System.  Conducts MC&A surveys and special 
assessments of contractor activities.  Establishes and maintains records of inventories, 
receipts, shipments, and consumption at SRS facilities.  Manages, oversees, and/or 
provides applicable direction related to international programs involving the International 
Atomic Energy Agency and implementation of nonproliferation agreements, treaties, 
bilateral agreements involving nuclear materials, and the safeguards of excess nuclear 
materials.   

 
8.3.1.2 Manages the Nuclear Materials Stewardship Program at SRS to include:  assessment of 

Site MC&A data in preparation of annual Nuclear Material Inventory Assessment in 
accordance with DOE O 5660.1B; other duties as assigned per DOE O 5660.1B and its 
successors; verification of safeguards, including MC&A requirements, and general 
administration activities for DOE-SR’s loan lease programs for uranium, plutonium, and 
heavy water; and representation of DOE-SR with regard to DOE corporate nuclear 
materials initiatives involving nuclear materials accountability data and data 
management issues. 

 
8.3.1.3 Manages, oversees, and/or provides applicable contractor direction related to the SRS 

Site Safeguards and Security Plan and Facility Security Plan Programs.  Manages, 
oversees and/or provides applicable contractor direction related to Vulnerability 
Assessments to include Radiological/Chemical/Biological Sabotage analyses and Joint 
Conflict and Tactical Simulation validation.  Establishes and maintains the SRS deviation 
program (e.g., variances, waivers and exceptions).  Reviews the adequacy of SRS 
safeguards and security plans and programs to ensure compliance with and 
performance of DOE and DOE-SR requirements. 
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8.3.1.4 Reviews for approval/concurrence requirements and scope documents (Functional 

Performance Requirements and Conceptual Design Reports) related to new facilities 
and/or facility upgrades before the project is authorized for execution.  Reviews final 
content of the Functional Performance Requirements and Conceptual Design Reports to 
assure protection elements/strategy support the final design analyses (i.e., vulnerability 
assessment as supported by the Analytic System and Software for Evaluating 
Safeguards and Security, Joint Conflict and Tactical Simulation, etc.). 

 
8.3.1.5 Manages, oversees and/or provides applicable contractor direction related to SRS 

Physical Security Systems Program.  This activity includes, but is not limited, to the 
oversight of WSRC design, installation and maintenance of these systems.  Manages, 
oversees, and/or provides applicable contractor direction related to the Performance 
Assurance Program. 

 
8.3.2 Emergency Management and Protection Team 
 
8.3.2.1 Provides line-management oversight of all aspects of paramilitary operations (e.g., 

protective force operations: logistics, management, and administration; environment, 
safety, and health; training and qualifications; explosive, chemical, and biological 
response; special response team operations; security for foreign and domestic 
shipments/transportation, law enforcement, and criminal investigation; equipment and 
facilities; performance testing; executive protection; and protective force duties). 

 
8.3.2.2 Provides liaison with local, state, and Federal law enforcement agencies (LLEA).  

Ensures that plans requiring participation by LLEA in support of the Site are documented 
and coordinated with LLEA.  Coordinates joint training and exercises with LLEA.  
Coordinates all security issues/logistics for foreign spent fuel shipments with appropriate 
LLEA. 

 
8.3.2.3 Provides program management and safety of day-to-day aviation operations conducted 

on SRS.  Plans and conducts assessments of aviation management and safety.  
Interprets for the contractor, policy and guidance in areas of aviation management and 
safety.  Represents DOE-SR with other local, state, and Federal agencies in reference 
to aviation management and safety.  Serves as a member of the DOE Aviation Board of 
Directors. 

 
8.3.2.4 Responsible for Site-wide coordination, policy determination, and promulgation for 

providing oversight of the Site’s preparation and response to terrorist attack by Weapons 
of Mass Destruction (WMD).  Represents DOE-SR on local, state, and Federal task 
force/working groups for planning and responding to WMD. 

 
8.3.2.5 Responsible for Site-wide coordination, policy determination, and promulgation for the 

following programs and facilities: Emergency Management and Response; 
Transportation Emergency Preparedness Program; SRS Operations Center (SRSOC); 
and the Fire Department. 
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8.3.2.6 Provides program management, oversight, and ongoing in-depth assessment of 

contractor activities involving emergency management and response.  Provides support 
to DOE-SR line organizations to ensure facility level implementation of this program.  
Plans and conducts assessments to determine the application of and compliance with 
established requirements. 

 
8.3.2.7 Provides program management, oversight, and ongoing in-depth assessment of 

contractor activities involving the SRS Fire Department.  Provides technical advice to 
management with regard to mutual fire fighting assistance pacts with neighboring state 
and municipal organizations.    

 
8.3.2.8 Acts as liaison with DOE-HQ and other state and Federal organizations in the area of 

emergency management.  Serves as the DOE-SR representative on numerous 
committees within assigned functional areas of expertise (e.g., Emergency Management 
Advisory Committee).  Participates in the development of guidance, standards, and DOE 
Orders in areas of expertise.  

 
8.3.2.9 Reviews for approval requirements and scope documents (Functional Performance 

Requirements and Conceptual Design Reports) for proposed OSSES projects before 
projects are authorized for execution.  Reviews for final technical acceptance and 
closure of projects.  Reviews final content of Functional Performance Requirements and 
Conceptual Design Reports for non-OSSES projects for impact on OSSES levels of 
protection. 

 
8.3.2.10 Administers the DOE-SR Security Credentials and Shields Program. 
 
8.3.3 Information Technology Team 
 
8.3.3.1 Develops data network policy, standards, guidelines, and procedures relative to 

identifying data networking capability needs; acquiring (procuring) and integrating 
resources; installation, operation, maintenance and eventual disposal of equipment and 
media; and operating supporting accounting services.  Oversees related contractor 
programs and conducts budgeting and planning activities. 

 
8.3.3.2 Oversees, and/or provides applicable contractor direction related to SRS automated 

data processing and communications including identification of capability needs; 
acquisition of resources; installation, operation, maintenance and eventual disposal of 
equipment and media; and the operation of related accounting services. 

 
8.3.3.3 Provides for the development of policy, standards, guidelines, and procedures relative to 

identifying automated data processing capability needs; acquiring (procuring) and 
integrating resources; installation, operation, maintenance, and eventual disposal of 
equipment and media; and operating related accounting services.  Such includes 
overseeing related contractor programs; operating related accounting services; and 
conducting budgeting and planning activities.  Oversees the support service contractor 
operation of the DOE Help Desk, Data Center, and Software Development Team. 


